Welcome!

Cindy Wubben
CISO Visma Benelux
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Cybercrime neemt toe

Geschatte kosten wereldwijd is 9,5 biljoen USD!
Groeit met 15% per jaar

Het raakt iedereen

o Social engineering
Infostealers

Spionage van overheden
Ransomware

etc

Cybercrime  US$ 9,5 biljoen

o (e} o [}

Japan  US$ 4 biljoen
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Visma companies are making

security decisions every day



Security Levels




We communhnicate and
about security



nt Tier arget Tier t Division

Platinum Platinum @ Excellent! 64 day Software BeNeLux
Deviation (1 year): 31 days

Trendline ( 60 days )




Target Tier

Platinum Platinum

Trendline ( 60 days )




Current Tier r 0int: s Division

Bronze Platinum viatio Software BeNeLux
Deviation (1 year): 364

Trendline ( 60 days )




Current Tier r Division
Bronze Platinum ftware BeNeLux

Trendline ( 60 days)
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SSA = Security Self Assessment

DPSA = Data Privacy Self Assessment

SCA = Software Composition Analysis

SAST = Static Application Security Testing
CTI = Cyber Threat Intelligence

DAST = Dynamic Application Security Testing
SLM = Security Log Management

Pentst= Pentest

BB = Bug Bounty

EP = Endpoint Management

EASM = External Attack Service Mapping
IVM = Infrastructure Vulnerability Management
NID = Network Intrusion Detection

SOC = Security Operations Center

Threat

Vulnerabilities

Threat

Applications

Solutions
Sy J9pisu|
jeaJyyl

Infrastructure

O

IVM

| EAsM

Ransomware
Unauthorized access

Threat



Selt assessments

%
% Average time @ Difficulty

Security Self Assessment

Fld

. Average time Difficulty
Compliance Self Assessment % @

This is your first step into knowing your strengths
and discover your improvement areas.




Code scanning tools
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Static Application Security Testing

SCA - Software Composition Analysis % AETRgE T2 @ Difficulty

Intermediate
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I've got some tools that check security issues
in third party libraries and dependecies.




Scannen van Darkweb
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CTI - cyber Th reat I ntEI I igence Dendik, a member of the top-tier forum Exploit, is auctioning 2 bundles of corporate email credentials:

+ 4 million valid corporate email credentials affecting entities in the US. The starting price is $400 or it can be purchased immediately

for $800. According to the threat actor, the email credentials include plaintext (dehashed) passwords.
+ 10,000 valid corporate email credentials affecting entities in the US and Europe. The starting price is $200 or it can be purchased

immediately for $400.

VX-UNAerground @vxundergrou .. - 2n

L=z g Today the Belarusian Cyber-Partisons
Let's prepare you for dark web information, group ( 1) staged a cyber
.- S . iat attack against the Belarusian railway
statistics and corporate espio ge. infrastructure, designed to halt Russian
military movements. Trains stopped in
Minsk, Orsha, and Osipovichi

The railway system uses Windows XP.
Image via

‘Vulkan files’ leak reveals 474§
's global and .
berwarfare

Yoram  fivda.

Golandsky

An Online Meme Group Is at the
Center of Uproar Over Leaked

toa chat group on the instant
out two dozen men and young boys

and God", The



Security testing
S o™ D mtemetiae

Dynamic Application Security Testing

Enroll in our black-box security test. We'll looks for

security vulnerabilities by simulating external attacks
while the application is running.
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Pentesting
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. Let's find some infrastructure weaknesses and vulnerabilities
‘»‘“’4‘ that automation can not identify with our internal team.
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Test ons!

N Average time =\ Difficulty
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H E} 5+ days 2

Bug Bounty

Infrastructure weaknesses and vulnerabilities that automation can not identify but
with paid hackers that get rewards according to the severity of the vulnerability.
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TECHFESTIVAL

Visma [

Tijd om security
issues op te

outperforms
on security

lossen

Industrie Bedrijven Visma
gemiddelde vergelijkbaar met
Visma

D VISMA




Deelgenomen aan ,
Testen van het business

I S I D O O R continuity plan van Visma
Verzuim en connectie met Visma

November 2023

v Testen in de keten met andere

Grootste Cyberoefening in Nederland Visma bedrijven en Klanten

Bijdrage leveren aan de digitale weerbaarheid
van Nederland en het beveiligingen tegen

rdreigingen i i
cyberdreiginge v/ Meer informatie over ISIDOOR
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https://www.ncsc.nl/actueel/nieuws/2023/december/8/isidoor

Meer informatie?

Visma Verzuim
Secugy & Privacy

Visma Verzuim Security & Privacy

Visma.com Trust Center Security
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https://sites.google.com/visma.com/visma-verzuim-security/home
https://www.visma.com/trust-centre/security

